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Managed Intrusion Detection System Services

Dangers and Threats on the Internet

As organizations increasingly rely on the Internet for communication, collaboration and businesses, the need for
managed security solutions that keep intruders out while providing secure access to customers and partners
has grown dramatically. The growing use of less secure networks and the lack of security domain knowledge
from companies engaging in e-business has put millions of dollars worth of confidential information at risk.
Hacking is a reality and a problem because it is widespread and extremely easy to execute. IT managers find it
tough-going by just keeping track with the latest security breaches.

Webvisions, in partnership with Internet security industry leader Symantec, bridges the technology gap by
offering Managed Intrusion Detection System Service, a fully outsourced intrusion detection service protecting
your mission-critical servers against malicious attacks from the public Internet.
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Reactive Intrusion Detection — Host-based and Network-based IDS

Dedicated network-based and host-based sensors from Symantec act as 24-hour burglar alarms for networks
and servers, responding automatically in real time in a variety of ways: terminating the connection or session,
hardening the firewall, disabling a user account, executing a user-defined program, and sending alarms by e-
mail. Log files will provide a detail analysis of the activities and Internet traffic entering and leaving the networks
or servers.

Proactive Intrusion Detection — Network Vulnerability Assessment

Using vulnerability assessment, an organization can quickly identify security threats and proactively fix them
before damages are done.

Benefits At A Glance

° Real-time monitoring of network traffic to detect suspicious activities and malicious attacks

° Prevents hacking and intrusions by immobilizing attacks, with email alerts

° Outsourced managed security solution translates to minimal upfront software license investment costs and
in-house professional I.T. security staff

° Automatic attack signatures file and maintenance of Symantec software

° Monthly security audit reports for post-event analysis
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Responding to Attacks By Outside Intruders and Assessing Network Vulnerabilities
Note: Server cost is not included for provisioning of Symantec Netprowler.

Configurations Suited To Your Security Needs

As part of Webvisions’” Managed Security Services, the Managed IDS services can be seamlessly integrated with our
Managed Firewall service and other services to provide a one-stop outsourced security service for customers.

For more information about our Managed Intrusion Detection Services, or any of our siteSecure Solutions, contact your
Webvisions sales representative now!

, symantec.

Webvisions’ Managed Intrusion Detection System Service is powered by Symantec

singapore * india * malaysia * indenesia = hong kong = philippines » thailand » australia » usa
Webvisions Pte Ltd
75 Science Park Drive, #02-06/08,Cintech Il, Singapore Science Park, Singapore 118255
Tel: +65-67739388 Fax: +65-67739389 Web: http://www.webvisions.com
Version 3.0




